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	STPP – redirect form


Once a transaction has been completed the customer will be redirected to a new location instead of being displayed the default SecureTrading page.
	Sitereference (s)

Note: If you have many sitereferences with different configuration requirements please use multiple forms
	

	
	

	
	

	
	


Please note redirects will only be enabled for successful transactions. Please specify if you need or require them for declined transactions or errors.
	Destinations


	URL
	


	Filters


	Payment types
	E.g. VISA, MASTERCARD etc...

	
	

	
	

	
	


	Fields


	E.g. transactionreference, orderreference etc...

	
	

	
	

	
	


	Additional notes


If you are using the ‘sitesecurity’ feature and have already setup a security password then an additional field will be returned called ‘responsesitesecurity’. This can be used to authenticate that the redirect has originated from a valid source. The value of this field will be calculated as a hash of the following:

· The values of the fields defined above in alphabetical order of the fieldnames and the Security password


The values will be concatenated with no spacing and hashed using the same Security algorithm and Security password as the request, resulting in a hexadecimal digest.

Note: Your Security password should never be shared with an un-trusted 3rd party.

Example:

If the redirect contains the fields "errorcode","orderreference" and "baseamount" with values "0", "customerorder1", "2499" respectively, the Security password is set to "password" and the Security algorithm is set to "sha256" then the url redirect GET request may look like:

errorcode=0&baseamount=2499&orderreference=customerorder1&responsesitesecurity=033e6bcc1971f150c5a6d5487548b375b8971c9bdc1962b2cc1844d26ff82c2a

To check the request is valid, concatenate the values of the 3 selected fields (in alphabetical order) and the Security password:
24990customerorder1password

Now generate a hexadecimal hash of this value using sha256 and ensure the value matches the value in responsesitesecurity:
033e6bcc1971f150c5a6d5487548b375b8971c9bdc1962b2cc1844d26ff82c2a

If the generated hexadecimal hash does not match the responsesitesecurity received from ST then the request should not be accepted, please contact support@securetrading.com. 
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