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1 Introduction

MyST is a password protected online management area which allows all SecureTrading
merchants to monitor their transactions and perform other management on their account(s).

It is located at: https://myst.securetrading.net/

When you open a SecureTrading account you will be issued with a MyST login comprising a
username (a valid email address) and password. You will also be advised of your
sitereference. A sitereference is a unique code which identifies your account in our system.

Help is available throughout the MyST system wherever you see this icon - ﬂ, hover your
mouse over the icon to display a tooltip in a pop-up box. Alternatively, click on the icon to
open the help page (in a separate window) which contains all of the available help
information.

If you experience any problems using MyST please contact our Support team — contact
details can be found in Section 14 Further Information and Support.

Many features of MyST require that your web browser has JavaScript
enabled in order to work correctly. If you currently have JavaScript disabled

n you will receive a warning message when you first load up the page. To
gain the full benefit of all of MyST’s features you should enable it before
continuing.

© SecureTrading Limited 2012 23/03/2012 4 of 48


https://myst.securetrading.net/

e
My-ST User Guide securetrading

Before you can use MyST you must first securely login to your area.

2.1 Tologin

The first page you will see when you access MyST is the login screen as shown in Figure 1.

securetradin%'

Sign In to MyST

Username:

Password:

Problems accessing MyST? our support team are here to help.
Email: support@securetrading.com or

Phone us on +44 (0) 1248 672050

Ref:M12-8713138

Figure 1 MyST login screen

Enter your username and password (as supplied by SecureTrading) in the boxes provided and
click on the Login button. If both items have been entered correctly then you will be taken to
your MyST home page (please see Section 3 MyST Home page).

If the Username and Password don’t match then you will receive an “Invalid
username/password” error message and you can try logging in again.

ﬁ Please note passwords are case sensitive.

If you continue to experience problems and are unable to login to MyST please contact our
Support team — contact details can be found in Section 14 Further Information and Support.
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3 MyST Home page

Once you have successfully logged in the first screen you will see is your Home page (Figure
2). From here you can access all the other areas of the system by selecting the required link
from the menu.

2 MostVisted _ Getig Stamed . Lotest Hesdlines
£ SocureTrading - MyST - Home

SecureTrading MyST

New feature:
Reporting

Done

Figure 2 MyST Homepage
The main section of the home page contains contact details for SecureTrading.

The page header, footer and menu bar will remain the same as you move around the MyST
system.

The header contains a link to the Home Page, the User details screen (6 User Details), and a
link to log out of the system (see 13 Logout). Underneath this you will find your username
and role (see 4 Roles).

The menu bar and footer contain various links to other parts of the system.
My Transactions

= Customer relates to a customer of the merchant.

= Search — search and view your transactions (8 Search), perform an auth, refund or
update on your transactions (8.2 Transaction control)

= Reporting — generate a summary report for your transactions (9 Reporting)

My Account

= User Details — manage your users and sitereferences (6 User Details)

=  Change Password — change your password

= Add new username — create a new user (5 Add a new username) (this option is only
available if you have a role of siteadmin)

Virtual Terminal — Process a payment manually (12 Virtual Terminal)
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Each user in MyST has a role which defines which privileges have been granted to them.
Your role is displayed in the top right corner of the screen next to your username.
Depending on your role you may not be able to access certain screens or perform certain
actions.

You will have a role of siteadmin, site or virtualterminal.

A siteadmin user has the ability to add new site users to the system (this will most likely be
other employees) which they can then manage and allocate privileges to. These will be
referred to as sub-users throughout this document. A site user may also have sub-users but
they will only be able to view their details and privileges, not edit them. A virtualterminal
user will only have access to use the Virtual Terminal (see 12 Virtual Terminal on page 45)

Table 1 outlines which actions can be performed by each role. Trying to perform an action
for which you do not have the correct privileges will result in you being logged out and
returned to the login screen (see 2 Login).

Privileges siteadmin site virtualterminal
Manage Users

view details of sub-users v v X
edit sub-users including: v X X
Their password and role

Their sub-users

Their allocated sitereferences

delete a sub-user v X X
create a new sub-user v X X
Transactions

Search for a transaction’ v v X
View a transaction” v v X
Auth a transaction’ v v X
Refund a transaction” v v X
Update a transaction” v v %
Generate reports v v X
Virtual Terminal v v v

Table 1 Privileges associated with each role

! Only those transactions with a sitereference that you have access to.
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5 Add a new username

The Add new username option allows you to create a new user, specify which users (if any)
they can manage and which sitereferences they have access to.

You can only add a new user if your role is siteadmin. See Section 4 - Roles
for more information.

5.1 Adding a new user

To add a new user, select the Add new username link either in the left hand menu or from
the My Account section in the footer.

When adding a new user the minimum you must complete is the top User Details section.
You can then allocate sub-users and/or sitereferences to the user. Alternatively you can
complete this step after the user has been created by selecting the user’s edit option from
the main User Details screen (please see section 6.2.2 Edit a user).

5.1.1 User Details

The top User Details section (Figure 3) must be fully completed when adding a new user.

New Username |
ADD NEW USERNAME

User Details
Username 2]
Password R7nsqWen 2]
Role Please choose - current - [

Save

Figure 3 User Details section for adding a new user

Username This should be the user’s email address

Password This will be a randomly generated string which can be changed now
or later either by yourself (Section 6.2.2) or the user you are
adding (Section 7).

Role The role of the new user (this will be site). See Section 4 - Roles for
more information.

5.1.2  Allocating Usernames

In the bottom section (Figure 4) in the Manage Users tab you can allocate sub-users to the
new user.
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anage Use Manage Sites
Search for usernames ﬂ
Available Usernames ﬂ Allocated Usernames ﬂ

live2site@securetrading.com = Mo allocated users

Figure 4 Allocating sub-users to a new user

Usernames are displayed in two columns. On the left is a list of the users which you have
permission to allocate (i.e. your sub-users) and on the right is a list of the users being
allocated to the new user (i.e. their sub-users).

To allocate a username to the new user, click on the required username. The selected
username will move from the Available to the Allocated column.

If you have many sub-users you can search for the one you require by entering all or part of
the username in the Search for usernames box and clicking search.

To remove a username from the Allocated column click on the required username. The
selected username will move from the Allocated column back to the Available column.

5.1.3  Allocating Sitereferences

Sitereferences are allocated in the same way as usernames (Figure 5).

Search for sitereferences ﬂ
Available Sitereferences ﬂ Allocated Sitereferences ﬂ

live2 =" No allocated sites

Figure 5 Allocating sitereferences to a new user
In the Manage Sites tab sitereferences are displayed in two columns. On the left is a list of
the sitereferences which you have permission to allocate. On the right is a list of the

sitereferences the new user will have access to.

If you have many sitereferences you can search for the one you require by entering all or
part of the sitereference in the Search for sitereferences box and clicking search.

To remove a sitereference from the Allocated column click the required sitereference. The
selected sitereference will move from the Allocated column back to the Available column.

To allocate a sitereference to the new user, click on the required sitereference. The selected
sitereference will move from the Available to the Allocated column.

Figure 6 shows an example of a new user being added. Note the unsaved label in the
header indicating that the new user has not yet been created.
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New Username

ADD NEW USERNAME

User Details
Username 8
Password R7nsqWen 8
Role Please choose - current  ~ [

Save

anage Use Manage Sites
Search for usernames ﬂ

@«
Available Usernames ﬂ Allocated Usernames ﬂ

live2site@securetrading.com = Mo allocated users

Figure 6 Add new user screen

n Any changes you make will not be saved until you click the save button.

Once you have finished entering the details click save to create the user. If any of the values
entered are invalid then a warning message will be displayed and the invalid fields will be
highlighted in red.

Once all of the required fields have been completed correctly a successful save message will
be displayed, the new user will be created and you will be redirected to the Edit User page
(6.2.2) where you can make further changes to the newly added user if required.

© SecureTrading Limited 2012 23/03/2012 10 of 48



e
My-ST User Guide securetrading

6 User Details

From the User Details page (Figure 7) you can:

= View your user details

= See which users and sitereferences are allocated to you
= View, edit and delete your sub-users and their privileges
= View more information on your sitereferences

View User Details

VIEW USER DETAILS

User Details

Username support@securetrading.com ﬂ

Last logged in 2010-06-25 13:53:03
Role suppor‘tn

anage : Manage Sites
Search for usernames ﬂ
Usernames ﬂ ﬂ ﬂ

live2@securetrading.com view edit delete

edit

live2site@securetrading.com view edit delete

Figure 7 View User Details main screen
6.1 Your User Details

The top section of the View User Details screen displays your user details:

Username Your username

Last logged in The date and time you last logged in

Role Your assigned role. See Section 4 Roles for more
information.

The lower section contains two tabs:

=  Manage Users — a list of your sub-users
= Manage Sites — a list of the sitereferences you have permission to access and allocate to
your sub-users.

6.2 Managing your Users

Your role defines which actions you can perform on your sub-users. Please see the Manage
Users section in Table 1 for more information.

6.2.1 View a user

When you click on view for one of your sub-users the User Details screen will now display
their details including their sub-users (in the Manage Users tab) and the sitereferences they
have access to (in the Manage Sites tab).

If you have many sub-users you can search for the one you require by entering all or part of
the username in the Search for usernames box and clicking search.

You can edit the user you are currently viewing by clicking the edit link next to the username.

© SecureTrading Limited 2012 23/03/2012 11 of 48
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6.2.2 Edit a user

The edit option allows you to:
= Change the password of one of your sub-users
=  Change which users are allocated to your sub-users

=  Change which sitereferences are allocated to your sub-users

When you click on edit for one of your sub-users you will see a screen similar to Figure 8.

Edit User Details
EDIT USER DETAILS

User Details
Username live2site@securetrading.com ﬂ
Password n
Last logged in 2009-01-01 00:00:00
Role site - current -8

Save

anage e Manage Sites
Search for usernames ﬂ
Available Usernames ﬂ Allocated Usernames ﬂ

live2site@securetrading.com = No allocated users

Figure 8 Edit user screen
In the top User Details section you can change the password of the currently selected user.

6.2.3  Allocating Usernames

In the bottom section, in the Manage Users tab, you can change the sub-users of the
currently selected user in the same way as when adding a new username (Section 5.1.2
Allocating Usernames)

6.2.4  Allocating Sitereferences

In the Manage Sites tab, you can change which sitereferences the currently selected user has
access to in the same way as when adding a new username (Section 5.1.3 Allocating
Sitereferences).

Any changes you make will not be saved until you click the save
button.

An example screen of a successfully edited user is shown in Figure 9.
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Edit User Details

a Saved
EDIT USER DETAILS
User Details
Username live2site@securetrading.com ﬂ
Password a8
Last logged in 2009-01-01 00:00:00
Role site - current -8

Save
Search for usernames ﬂ
Available Usernames ﬂ ‘$I IJ-‘;). Allocated Usernames ﬂ
live2site@securetrading.com = live2@securetrading.com ¥

Figure 9 Editing User Details

6.2.5 Delete a user

A user can be deleted by clicking on its associated delete link on the main View User Details
screen.

6.3 Managing your Sites

The Manage Sites tab contains a list of the sitereference that you have permission to access
(Figure 10). If you have many sitereferences you can search for the one you require by
entering all or part of the sitereference in the Search for sitereference box and clicking
search.

View User Details

VIEW USER DETAILS

User Details

Username support@securetrading.com ﬂ

Last logged in 2010-06-25 13:53:03

Role supportn
edit

Search for sitereferences ﬂ

SiteReferences ﬂ

live2 view
testl view
testlived view

Figure 10 View User Details Manage Sites tab

Click view for more information about a sitereference. You will then see a screen similar to
Figure 11.
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View Site Details
VIEW SITE DETAILS

Site Details
SiteReference testl n
Live Status TEST

Search for a different SiteReference B

Accounts |REEl]

Options

View all additional info

Acquirer Account Currency Payment Type
TEST ECOM GBP MASTERCARD
TEST MOTC GEP MASTERCARD
TEST ECOM usoD MASTERCARD
TEST MOTC usoD MASTERCARD
PAYPAL ECOM GEP PAYPAL
TEST ECOM GEP VISA
IDENTITYCHECK | IDENTITYCHECK | GEP VISA
TEST MOTC GEP VISA
TEST ECOM usoD VISA
TEST MOTC usoD VISA

Figure 11 View Site Details screen

The card types and currencies that you are able to process will be displayed under four

headings:

Acquirer The name of the acquiring bank that you are able to process this card
type and currency through.

Account Type The type of account this card type can be processed through. These
include Ecom (Ecommerce/Internet Transactions), and MOTO (Mail
Order Telephone Order Transactions). For more information on the
type of transactions you can process, please contact our support team
(see 14.1 SecureTrading Support).

Currency The currency you are able to process the card type through.

Payment Type The card type you are able to process.

Additional information on the sitereference can be viewed by clicking on the General and
Fraud tabs.

If you would like to view information for a different sitereference select the Search for a
different SiteReference link to reveal a search box. You can then click search to see a list of all
of your sitereferences or search for the one you require by entering all or part of the
sitereference in the search box. You can then select the relevant view link to see information
on the required sitereference.

© SecureTrading Limited 2012 23/03/2012 14 of 48


https://10.3.21.12/account/sitedetails?sitereference=any3##
https://10.3.21.12/account/sitedetails?sitereference=any3##

di 1
My-ST User Guide securetrading

7 Change Password

To change the password you use to log into MyST simply click on the Change password link
either in the left hand menu or under the My Account section in the footer. You will be
presented with a new screen (Figure 12) where you should enter your current password,
your new password, confirm your new password and then click on the Save button.

Change My Password

Zurrent Password ﬂ

Mew Password ﬂ
Zonfirm New Fassword ﬂ

Save

Figure 12 Change Password Screen

If the current password is incorrect or the new passwords don’t match then an error
message will be displayed. Otherwise a successful save message will be displayed and your
password will have been changed.

7.1 Password Considerations

= Change your password every 90 days.

= Passwords should not be sent via any form of electronic communication.

= Use a different password each time you change your password.

= Never reveal your password to anyone.

= Passwords should be at least 7 characters long.

= Passwords should contain a minimum of three of the following groups of characters
—  UPPERCASE letters: A-Z
— lowercase letters: a-z
— numbers: 0-9
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By entering the Transactions area of MyST you will have access to administer any of the
following functions:

= Search for a transaction

= View transactions in detail

= Re-process one or multiple transactions
= Refund one or multiple transactions

=  Update one or multiple transactions

8.1 Search for a transaction

To search for a transaction you can click on the “Search” link either on the left side menu or
under the My Transactions section of the footer. You will then be presented with a screen
similar to Figure 13.

securetrading'

Quick Link
> Home
-
> Contact us Pre-defined searches
Sitereference: | a
My Transactions Authorisations -
Transaction Reference: a Settled Transactions
> Search Active Cardstores
Order Reference: a .
Date From: 2011-09-12 ] Time From: | 00 00[+] = Advanced Options B
> Virtual Terminal
Date To: 2011-09-12 EH o orimete:  [23[=] [59]#]
My Account - i
Date Type: ©) Settlement Date @ Authorisation Date B
B dmarinmis Output: @ on Screen ) CSV File
> Change password
Advanced Filters
e Acquirers Accounts Requests Currendies
My Sites & I;I #lac Ié\ #law I;\ [l A ‘;‘
o JES —| |l carpsTore = |Mauth — [Mauw =
> Site details
¥ amex +| |EcFr - |[#lrraupscore - Mcap L
> Notifications
Payment types Settle statuses Error codes Live/Test
> File manager
#a I':I Faw I;\ #law #law
September 2011 ] amEX ~ [0 - Pending settlement o - ok @1 - Live
Su Mo Tu We Th Fr Sa VoeTa - [@1-manual settlement . [¥]70000 - Decline Zlo - Test
oz Actives
4 5 & 7 8 3 10 FaL
11 B 13 14 15 18 17 11- active

0 - Inactive
18 19 20 21 22 23 24

25 26 27 28 29 30 m

[l more information

Search

SecureTrac 11,aU 705

Figure 13 Transaction Search screen

All site references that you have access to will be displayed in a drop-down list so you can
choose which account you would like to perform a search for.

8.1.1  Searching for transactions

When searching for transactions the more specific the filters and the closer the date range is
to the transaction(s) in question the quicker the response will be and the fewer transactions
will be returned.

Details which can be entered to limit your search are:

Transaction Reference This must be a valid SecureTrading transaction reference

© SecureTrading Limited 2012 23/03/2012 16 of 48
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Order Reference This can be part or all of the order reference that you
would like to search for.

Date from / Date to Both these search dates must be in the format YYYY-
MM-DD.
Time from / Time to These search times are selected from the drop down

boxes. Hours are displayed using the 24-hour clock.
Minutes can be selected in 15 minute intervals. Time to
will automatically be set to the current time (to the
closest next 15 minute interval).

Date Type Authorisation Date - This option allows you to search for
transactions matching the given search date range to the
original authorisation date of the transaction

Settlement Date - This option allows you to search for
transactions matching the given search date range to the
settlement date of the transaction. If a transaction’s
settlement has been deferred then the settlement can
be a few days ahead of the authorisation date.

In addition to the above you can also specify:

Output This allows you to either have the results displayed on
screen or downloaded to a CSV file (Section 8.1.4)

Filters How you would like to filter the search results. The
Filters displayed are dependent on the Site Reference
selected.

Options By selecting the More Information option the search

results will include additional information on the
transaction (please see Section 8.1.4).

SecureTrading’s System Time is in Greenwich Mean Time (GMT).

8.1.2 Search Error

If any of the search criteria have been entered incorrectly then you will receive an error
message (Figure 14).
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e

o Some of the fields have been entered incorrectly.

Standard Filter
SiteReference: all20012 - ﬂ
Transaction Reference:  INVALID [ 7]
Order Reference: ﬂ
Date from: 2010-06-28 [ Time from: 00 = 00 -
Date to: 2010-06-28 = Time to: 08 = 45 -
Date Type: 0 Settlement Date @ Authorisation Date ﬂ
Output: @ on Screen ) CSV File

Figure 14 Example of an error message

8.1.3 No Search Results

If there are no transactions found for the given search criteria then you will receive a warning
message (Figure 15) and you should try to make your search less specific.

#&  No records found for search

Standard Filter
SiteReference: all20012 - ﬂ
Transaction Reference: ﬂ
Order Reference: ﬂ
Date from: 2010-06-28 [ Time from: 00 » 00 «
Date to: 2010-06-28 [ Time to: 08 ~ 45 ~
Date Type: @ Settlement Date @ Authorisation Date B
Cutput: @ on screen @) csV File

Figure 15 No search results found

8.1.4  Search Results

If you have selected to output your results to a CSV the search results will be downloaded
into a comer separated file. You can then use the data as needed, for example it can be
imported into most spreadsheet programs or other applications.

Please note the fields returned in the CSV file are unordered.

If you have selected the output to View the search results, they will be displayed similarly to
Figure 16.

Search results

SEARCH: 2000-06-28 00:00 TO 2010-06-28 08:45

Transaction Ref  Account Type Type PaymentType Currency Amount Error Code Status Customer Transaction Time
[|12-51 ECOM AUTH | VISA GBP £51.11 i 2 Mrs Bonnie 2010-06-25 15:08:23
AdamsT...
Auth Refund Update

Figure 16 Search Results
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The fields that are included within the transaction search results are:

Transaction Reference  The unique reference assigned to the transaction by
SecureTrading.

Currency The currency the transaction was requested to be processed in.
Type The request type of the transaction, e.g. AUTH/REFUND.
Error Code If there was no error then the error code is 0, any value greater

than 0 means that the transactions resulted in an error.

Amount The amount requested within the original transaction request
including currency symbol.

Payment Type The card type used within the transaction request.
Customer Name The customer’s full name.
Transaction Time The time stamp of when the transaction request was received

made up of date and time.

Status The status of a transaction can be:

100 - settled: Confirms this transaction has been
sent to the bank for settlement. This
initiates payment from the customer’s
credit card to the merchant’s bank
account.

10 — sent for settlement SecureTrading is in the process of
sending this transaction to the bank
for settlement.

3 —Cancelled The transaction has been reversed by
the merchant. This is also the status
for declined transactions.

2 —Suspended This status shows that an authorisation
is suspended from settling. A
transaction can only be suspended for
up to seven days, after which it is
automatically reversed by the system
as the authorisation code will no
longer be valid.

1 — Manual settlement The payment has been authorised but
not yet settled. It will not be
suspended at settlement time even if it
is suspected as fraudulent

0 — Pending settlement The payment has been authorised but
(automatic) not yet settled. It may be suspended if
it is suspected as fraudulent.

Rating This is a future feature of the MyST system. Currently it will just be
displayed as a grey box.
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If you have ticked the More Information option your results will also include the following

fields.

Card Number

Security Response

Auth Code

3-D Secure Status

3-D Secure Enrolled

Order Reference

The card used to perform the transaction. Only the first and last four
numbers will be displayed.

This will consist of 3 numbers indicating whether the card security
code (CVV2), postcode and house number matched what was
expected. Possible results are:

0 —the value was not given

1 —the value was not checked

2 —the value was matched successfully

4 —the value did not match

This is a random number returned by the bank.

If the transaction was a THREEDQUERY this indicates whether the
transaction was successfully authenticated. Possible results are:

Y — The transaction was successfully authenticated

N — Authentication was attempted but failed

U — Unknown whether authentication was successful (probably due
to an error during processing)

If the transaction was a THREEDQUERY this indicates whether the
card used was enrolled in the scheme. Possible results are:

Y — The card was enrolled

N — The card was not enrolled

U — Unknown whether the card was enrolled (probably due to an
error during processing)

Your order reference for the transaction.

8.1.5 Viewing a transaction

Click on the Transaction Reference number for more information. This will take you to the
My Transaction screen (see Figure 17) which displays additional information on the

transaction.

Information displayed includes further Transaction Details, the Customer and the Billing
Details, and the Billing and the Customer Address.

© SecureTrading Limited 2012
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MY TRANSAC MN: 12-5-65

Summary
SiteReference
Live Status
Request Type
Date/Time
Error Code

Transaction Details

Transaction Reference
Account Type
Currency

Customer IP

Order Reference

Payment Details

Payment Type
Card Number

Settlement Details

Settle Status
Settled Date/Time

Security Response

Security Code
Postcode

Customer Details

Title

First name
Middle name
Last name
Email
Telephone

Billing Details

Title
First name

Middle name
Last name
Email
Telephone

barclays20018

LIVE

AUTH

2010-06-25 15:14:13
0 -0k

12-5-65

ECOM

GBP
normal_barclays

VISA
4000# ##£#2£££0051

100 - Settled
2010-06-25 15:15:26

Matched
Matched

Mr C Parsons

Parent Transaction

Amount
AuthCode
Fraud Rating

Expiry Date

Settle Amount
Last altered by

House No

House name/no
Street

Town

County
Country
Postcode

House name/no
Street

Town
County
Country
Postcode

£51.01
36
1(V)

10/2031

£51.01
settlement

Matched

789
Street

Bangor

AB456C

Auth Refund Update

Figure 17 Transaction Details

The card security code (CVV2), postcode and house number fields will be coloured according
to the results of the CVV2 and the AVS checks. Please see the Address Verification (AVS) and
security code  guide available from our website for more details
(http://www.securetrading.com).

Possible results, their corresponding security response value (as shown on the Transaction
Search screen described above and meaning are outlined below.

Result Security Response Meaning
l Mot Given ” 0 No value was entered
“ Not Checked | 1 The system was unable to check
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the value
Matched | 2 The value was matched
successfully

_ 4 The entered value did not match

the expected

8.2 Transaction control

There are 3 actions that can be performed on transactions:

= Authorisation
=  Refund
= Update

The buttons for performing these actions can be found at the bottom of the Transaction
Search screen under the returned transaction results or at the bottom of the transaction
detail screen.

Please note the buttons will only be displayed if the action is possible for
the selected transaction(s).

8.3 Selecting a transaction

From the Transaction Search screen you can select a transaction by ticking the box on the left
hand side of the transaction. If you wish to perform the same action on more than one
transaction you can tick multiple boxes however, no more than 10 transactions can be
processed at once. Pressing the required action button will give you further options as
detailed below.

8.3.1 Auth

The auth button allows you to perform an authorisation on a transaction i.e. take another
payment using the same cardholder information as used on a previous transaction. Select
the transaction(s) you wish to perform an auth on then click the auth button. You will be
presented with a screen similar to that in Figure 18.

Auth Transactions

& 1 of the requested transactions cannot be processed

Summary Total Options

Allowed Auths: 3 View additional info: | |

Disallowed Auths: 1

AUTH TRANSACTIONS
Parent Ref Customer Message Account Currency  Amount Expiry Security Code Issue No

L, 12-5-1 Mrs Bannie AdamsT ECOM ~ Gep 5111 10/2031

o 12-5-58 Steve BrewerT ECOM ~ GBP 51.03 10/2031

L, 12-5-60 Mr Bill S GregoryT ECOM ~ cer 51.05 10/2031

click process to submit the authorisations  Process

Figure 18 Auth Transaction Screen

If any of the selected transactions can’t be processed then a warning message will be
displayed. All of the selected transactions which can be processed will be shown in a table.

It is possible to change the amount of the auth by entering the required value in the Amount
box. The value can be higher or lower than the original.
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Please note the amount should include the decimal point, dependant on
the currency.

The card’s expiry date is editable should the existing card expire.

A card’s security code is not stored by us. If you wish to perform a CVV2 check for the
authorisation you should enter the security code in the space provided. If you do not enter a
security code the authorisation will still be processed but depending on your security policy
may be suspended (i.e. given a settle status of 2. Please see Status in section 8.1.4 Search
Results). The transaction’s settle status can be amended using the Update option (Section
8.3.3).

By clicking the View additional info icon in the Options box you can see the sitereference,
parent request type, partial card number, customer email and order reference for all of the
transactions. Alternatively to just display additional info for individual transactions click the
icon beside the transaction you require. The customer email and the order reference can
both be edited.

Once you are happy with the changes you have made click process to submit your
authorisation(s). Transactions that have been successfully processed will be displayed in a
new table confirming their success.

Any transactions that received an error while trying to process will be redisplayed above
these with a red cross next to them. The reason for the failure will be shown in the message
field (Figure 19).

Auth Transactions

s There has been an error processing ene or more of your transactions

Summary Total  Options
Authorised: 1 View additional info:
Error:
AUTH TRANSACTIONS
Parent Ref Customer Message Account  Currency Amount Expiry Security Code Issue No
X e 12-5-1 Mrs Bonnie AdamsT Invalid field ECOM - GBP 5111 10/2009
X | 12-5-60 Mr Bill 5 GregoryT Decline ECOM ~ GBP 51.05 10/2031

click process to submit the authorisations  Process

SUCCESSFULLY PROCESSED TRANSACTIONS

Transaction Ref Customer Auth Code Account Currency Ameunt Card Number Expiry

¢ 12-5-114 Steve BrewerT 62 ECOM GBP £51.03 4000##££££££0051 10/2031

Figure 19 Failed and successful auth transactions
If you wish to resubmit the auth you should fix the problem and then click process again.

These new transactions can now be viewed by returning to the transaction search screen and
performing an appropriate search.

8.3.2 Refund

To carry out a refund you must ensure that the selected transaction(s) have been settled, i.e.
they have a status of 100. Once you have selected the transaction(s) you wish to refund,
click on the refund button. A new screen will be displayed similar to Figure 20.
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Refund Transactions

d. 3 of the requested transactions cannot be processed

Summary Total | Options

Allowed Refunds: 2 View additional info:
Disallowed Refunds: 3

REFUND TRANSACTIONS

Parent Ref Customer Message Account  Currency  Amount Expiry

L. 12-5-4 Test Name ECOM ~ GBP 5112 10/2031

& 12-5-58 St[a\xva BrewerT ALST(|]= ECOM ~ aBP 5103 10/2031
<[Vt

click process to submit the refunds  Process

Figure 20 Refund Transaction Screen

If any of the selected transactions can’t be processed then a warning message will be
displayed. All of the selected transactions which can be refunded will be shown in a table.

If you wish to perform a partial refund the amount can be changed to a lower value by
entering the required figure in the Amount box.

Please note the amount should be inputted with a decimal point,
dependant on the currency.

Please note a refund cannot be processed for more than the original
authorisation.

By clicking the View additional info icon in the Options box you can see the sitereference,
parent request type, partial card number, customer email and order reference for all of the
transactions. Alternatively to just display additional info for individual transactions click the
icon beside the transaction you require. The customer email and the order reference can
both be edited.

Once you are happy with the changes you have made click process to submit your refund(s).
Transactions that have been successfully processed will be displayed in a new table
confirming their success.

Any transactions that received an error while trying to refund will be redisplayed above these

with a red cross next to them. The reason for the failure will be shown in the message field
(Figure 21).
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Refund Transa

ds There has been an error processing one or more of your transactions

Summary Total Options
Authorised Refunds: |1 View additional info: ||
Errar: 1
Parent Ref Customer Message Account Currency Amount Expiry
X|s 12-5-4 Test Name Refund amount too great ECOM ~ GBP 51000 10/2031

click process to submit the refunds  Process

SUCCESSFULLY PROCESSED TRANSACTIONS

Transaction Ref Customer Auth Code Account Currency Amount Card Number Expiry

o | 12-5-117 Steve BrewerT REFUND ACCEPTED ECOM GBP £51.03 4000£#2£££££20051 10/2031

Figure 21 Failed and a successfully refunded transaction
If you wish to resubmit the refund you should fix the problem and then click process again.

All successful refunds can now be viewed by returning to the transaction search screen and
performing an appropriate search.

8.3.3 Update

If a transaction has not been settled, cancelled or declined (i.e. it doesn’t have a status of 100
or 3 respectively) it is possible to change its details. Once you have selected the
transaction(s) you wish to update, click on the update button. A new screen will be displayed
similar to Figure 22.

Transacti Updates

by 5 of the requested transactions cannot be processed

Summary Total | Options

Allowed Updates: | 2 View additional info:
Disallowed Updates: |5

Update all to: 0- Pending setlement ~

TRANSACTION UPDATES

Transaction Ref Customer Message Currency Settle Amount Due to Settle  Settle Status
o 12-5-1 Mrs Bonnie AdamsT GBP 51.11 2010-06-25 [E | 2- Suspended -
Ed 12-5-31 Test Name GBP 5112 2010-06-25 = 2-Suspended -

click process to submit the updates | Process

Figure 22 Update Transaction Screen

If any of the selected transactions can’t be processed then a warning message will be
displayed. All of the selected transactions which can be updated will be shown in a table.

You can update the settle amount, settle date and settle status of a transaction.

The settle amount can only be changed to a value lower than the original.

Please note the amount should be inputted with a decimal point,
dependant on the currency.
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The settle date represents the date for transaction to settle on. If today or earlier then
transaction will settle when settlement is next run. This is only relevant if settlestatus is O or
1.

The settle status of individual transactions can be amended by selecting one of the options
from the drop down boxes. You can also update the status of all the selected transactions by
selecting the required status from the drop-down box located under Options.

Possible states are:

0 — Pending settlement
1 —Manually settlement
2 — Suspended

Please see Status in section 8.1.4 Search Results for more information on the available
settle statuses.

By clicking the View additional info icon in the Options box you can see the account type,
request type, sitereference, partial card number, customer email and order reference for all
of the transactions. Alternatively to just display additional info for individual transactions
click the icon beside the transaction you require. None of these additional fields can be
updated.

Once you are happy with the changes you have made click process to submit your update(s).
Transactions that have been successfully processed will be displayed in a new table
confirming their success.

Transaction Updates

ly There has been an error processing one or more of your transactions

y  Total

Updated: 1 View additional info: |

Error: : i
Update all to: 0-Pending setlement «

TRANSACTION UPDATES

Transaction Ref Customer Message Currency Settle Amount Due to Settle Settle Status
b e 12-5-1 Mrs Bonnie AdamsT settlebaseamount | GEP 510000 2010-06-25 = 2 - Suspended -
ALST([]=... too large

click process to submit the updates  Process

SUCCESSFULLY PROCESSED TRANSACTIONS

Transaction Ref Customer Currency Settle Amount Due to Settle  Settle Status

v 12-5-31 Test Name GBP £51.12 2010-06-25 0 - Pending
settlement

Figure 23 Failed and a successfully updated transaction

Any transactions that returned an error attempting to update will be redisplayed above
these with a red cross next to them (Figure 23).

If you wish to resubmit the update you should fix the problem and then click process again.

be displayed in the Transaction Search screen as this is the amount of the

n Please note If you have updated the Amount field the original value will still
original auth not the settle amount.
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9 Reporting

The reporting screen allows you to generate summary reports about your transactions.

9.1 Generating a Report

The initial screen will look similar to Figure 24.

Reporting

Standard Filte
o < Pre-defined reports

SiteReference: barclays20018 -8
Z Daily Authorisations .

Date from: 2010-06-01 = Daily Setlement
Date to: 2010-06-28 = Authorisation Reconciliation

- - o Settlement Reconciliation ¥
Summary Type: Authorisation Settlement

Advanced Options @
Output: @ On Screen ) CSV File

Generate

Figure 24 Reporting Screen

On the left-hand side under Standard Filter you can select the site reference you would like
to generate the report for from the drop down list, the date range you would like to use (this
defaults to the first of the month up to and including the current date) and whether you are
interested in all authorised transactions or just those that settled within the specified time.

You can specify the output of the report. Results can either be displayed on screen or
downloaded to a CSV file.

n Please note the fields returned in the CSV file are unordered.

Clicking on generate will display a basic report showing the total number of authorised
and/or settled transactions grouped by acquirer (Figure 25).
Reporting

Standard Filtes
nes 8 Pre-defined reports

SiteReference: all20012 -8

7 Daily Authorisations =
Date from: 2000-06-01 = Daily Setiement
Date to: 2010-06-28 E] Authorisation Reconciliation

a Settlement Reconciliation -
Summary Type: [¥] authorisation [Tl settlement
Advanced Options B

Qutput: @ 0on Screen ) C3V File

Generate

Report

REPORT

Acquirer Total Auths

AMEX
BARCLAYS
CARDSTORE
ELAVON
FRAUDSCORE
IDENTITYCHECK
PAYPAL 1
STREAMLINE 1

1
5
0
1
o
0

Figure 25 Basic report

© SecureTrading Limited 2012 23/03/2012 27 of 48



My-ST User Guide

e
securetrading

If you have selected output of CSV the search results will be downloaded into a comma
separated file. You can then use the data as needed, for example it can be imported into

most spreadsheet programs or other applications.

9.2 Pre-defined reports

On the right-hand side of the screen are Pre-defined reports.

To select a Pre-defined report click on its name in the box and then click generate.

X

Please note only the pre-defined reports that are available for the Site
Reference selected are displayed.

The four reports below will be available for most site references.

Report Name

Daily Authorisations

Fields displayed

Acquirer, Date,
Request Type (AUTH
or REFUND),
Currency, Total
number of
authorised
transactions, Total
value of authorised
transactions.

Grouped by

Acquirer, Date,
Request Type
(AUTH or REFUND),
Currency

Details

Returns a summary
of the authorised
transactions for each
day during the times
specified
Authorisations and
Refunds are
separated, as are
different currencies.

Daily Settlement

(Only includes settled
transactions i.e.
transactions with a
settle status of 100)

Acquirer, Date,
Request Type (AUTH
or REFUND),
Currency, Total
number of
authorised
transactions, Total
value of authorised
transactions.

Acquirer, Date,
Request Type
(AUTH or REFUND),
Currency

Returns a summary
of transactions that
have settled during
the dates specified.
Authorisations and
Refunds are
separated, as are
different currencies.

Authorisation
Reconciliation

Acquirer, Date,
Request Type (AUTH
or REFUND), Account
Type, Payment Type,
Currency, Total
number of
authorised
transactions, Total
value of authorised
transactions.

Acquirer, Date,
Account Type,
Request Type
(AUTH or REFUND),
Currency, Payment
Type.

Returns a more
detailed summary
than Daily
Authorisations which
separates
Authorisations,
Refunds and
Currencies.

For these reports,
payment type (VISA,
MATERCARD etc.)
and transaction
types, such as e-
commerce or Mail
Order Telephone
Order are also
included.
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Report Name Fields displayed Grouped by Details
Settlement Acquirer, Date, Acquirer, Date, Returns a more
Reconciliation Request Type (AUTH | Account Type, detailed summary
or REFUND), Account | Request Type than Daily
(Only includes settled | Type, Payment Type, | (AUTH or REFUND), | Settlement which
transactions i.e. Currency, Total Currency, Payment | separates
transactions with a number of Type. Authorisations,
settle status of 100) | authorised Refunds and
transactions, Total Currencies.
value of authorised
transactions. For these reports,

payment type (VISA,
MATERCARD etc.)
and transaction
types, such as e-
commerce or Mail

Order Telephone
Order are also
included.
Please note these reports will only contain transactions which received an
n error code of 0 (see 9.3 Generating a customised report to include other
error codes in your reports).

If no transactions are found for the selected report then a warning message will be displayed
instead (Figure 26).

Reporting
% No records found for report

Standard Filt:
o= =er Pre-defined reports

SiteReference: streamline20064 - ﬂ

. Daily Authorisations o
Date from: 20100628 [ Dally Settlement
Date to: 2010-06-28 = Authorisation Reconciliation

o Setlement Reconciliation b
Summary Type: [¥] authorisation [l settlement .
i i Advanced Options [ 7]

Cutput: @ on screen ) CSV File

Generate

Figure 26 if no records are found, then a warning message is displayed

9.3 Generating a customised report

If the pre-defined reports do not meet your requirements then you can customise them and
generate your own by modifying the search criteria and changing how the results are
displayed.

Click on Advanced Options located under the pre-defined reports box to display the
Advanced Filters and Group Results By options (Figure 27).

© SecureTrading Limited 2012 23/03/2012 29 of 48



di 1
My-ST User Guide securetrading

Standard Filter

- Pre-defined reports
SiteReference: streamline20064 A ﬂ
. Daily Authorisations o
Date from: 2010-06-01 = Daily Setlement
Date to: 2010-06-28 = Autharisation Reconciliation
a Settlement Reconciliation i
Summary Type: [ authorisation Settlement .
= Advanced Options B
Output: @ on Screen ) CSV File

Reguest Types Currencies
AMEX (I CARDSTORE [ AUTH = [ARs [
BARCLAYS CFT FRAUDSCORE AUD
CARDSTORE - ECOM - IDPREMIUMKYC ~| |BRL -
Payment Types Settlement Status Error Codes
AMEX | |0-Pending setilement ||| |0- Ok
DELTA 1-Manual setlement 70000 - Decline
ELECTROM - | |2- Suspended - -
Group Results By

[ sitereference [ Day [ Request Type [ Account Type [ Payment Type [ Error code [l Settlement Status
[ currency

Generate

Figure 27 Reporting screen showing the Advanced Filters and Group Results By options

You can filter the transactions displayed in your report based on acquirer, account type,
request type, currency, payment type, settle status and error code similar to when
performing a transaction search. To select multiple options within a list hold down ctr/ and
click on each item required.

To change which fields are displayed within the report tick the required Group Results By
options. This will also determine how the results are grouped. By default the report will be
grouped by acquirer (arranged in alphabetical order). To add additional groupings to your
report select the fields you require and click generate.

Reporting

Standard Filte:
r Pre-defined reports
SiteReference: streamline20064 -8
1 = Daily Authorisations -

Date fram: 2000-06-0 Daily Setflement
Date to: 2010-06-28 = Authorisation Reconciliation

= @ a Settlement Reconciliation -
Summary Type: Authorisation Settlement

Advanced Options B
Output: @ on screen O csVFile

Generate

REPORT

Acquirer  Day Request Type Account Type Payment Type Error Code Settlement Status Currency Total Settled  Settled Value
STREAMLINE 2010-06-25 AUTH ECOM VISA 0 100 GBP 7 136.11
STREAMLINE 2010-06-25 REFUND ECOM VISA ] 100 GBP 1 8.99

Figure 28 Example of a customised report

If you want to filter the transactions on a settle status other than 100
please ensure that you have selected a Summary Type of Authorisation.
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10 Notifications

The Notifications system enables HTTP Posts and e-mail notifications to be processed based
on the result of a transaction.

Notifications can be used in conjunction with any SecureTrading solution.

Clicking on the link on the left-hand side of the MyST screen will display the
main Notifications page.

¢ Favortes 3 i) Get More Add-ons v

Manage notification options  Add filter Add destination

4, Amaxmum of 5 url and 5 email notifications are only allowed to be sent per transaction.

For: diagnostics 20000 Filters. Destinations.

For a transaction ~ send a notification to

For a transaction Success Auths for mastercard + send a notfication to Extemal Anather Urt - EXor

November 2010 Fiest  Provious [H] Next Last

Su Mo Tu We Th Fr Sa

hetpe eyt securetrading netsite/nctifcatoncApreducts @ Local mtranet Protected Mode: Off v Ri0% -

Figure 29 - Main Notifications Screen

10.1 Selecting a Site Reference
Notifications can be managed for any Site Reference that you have privileges for.

To update to the correct Site Reference, you will need to click on the |* Show search
button. You will then be displayed the following:

Notifications

Filters

Standard Filter
SiteReference: live2 = a

Figure 30 - Selecting a Site Reference

—| Show search

The Site Reference field contains a list of Site References allocated to the user. To change the
Site Reference, select it from the drop-down and click search.

10.2 Add Filter

A filter defines the events under which a notification should be sent.

Notifications can be set up to be very specific. The example below is for a notification that is
sent for successful authorisations for all payment types.
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To setup your filter, click on the Add filter

new filter” page will then be displayed.

Add new filter

Description

button on the main Notifications page. The “Add

Request type AUTH -
FRAUDSCORE [E]
IDPREMIUMKYC
IDSTANDARD -

Payment type AMEX -
COAST =
DELTA
DIMERS -

Error code 0-0k
70000 - Decline

Cancel

Figure 31 - Add New Filter

For the Description field, input a name for the filter. For the example, input Authorisation
Filter.

Description Authorisation Filter

The Request Type field can be for one or more types. For the example, select AUTH.

Reauest tvoe

FRAUDSCORE (=]
IDPREMIUMEYC
IDSTAMDARD

1

The Payment Type field can be for one or more types. As the example is for all payment
types, select all by clicking on the first payment type in the list then hold the Shift button on
your keyboard until you scroll to bottom of the list and click on that payment type.

Payment type PURCHASING
S0LO

The Error code field allows setup of different notifications depending on the result of the
request. For the example, only successful authorisations are included, select 0 — Ok.

Error code

70000 - Decline

Press once you are happy with the filter.
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Add new filter

° Filter has been added

Flease click _ (the window will be refreshed =o that the filter options are updated).

Figure 32 - Added new filter
10.3 Add Destination

The Destination will receive a notification when the conditions in the Filter are met.

For the example setup in 10.2 Add Filter, the Destination is notified for each successful
authorisation for all payment types through the site reference selected.

In order to add a destination, click on the Add destination

page.

button on the main Notifications

Description
Notification tvpe url -
Destination
Fields [T currencyiso3a [] customerip
[l baseamount [] orderreference
[[] sitereference [] maskedpan
[[] paymenttypedescription [[] expirydate
[} requesttypedescription [ billingfirstname
[ errorcode [T billinglastname
[ transactionreference [T billingemail
[ authcode [T billingtelephane
[ transactioncompletedtimestamp [C] customerfirstname
Custom fields
additional field
remaove field
Cancel

[[] customerlastname

[ customeremail

[ customertelephone

[[] securityresponsesecuritycode
[[] securityresponsepostcode
[ securityresponseaddress

[[] enrolled

[[] status

Figure 33 - Add new destination

The three types of Destination that can be setup are explained below.

10.3.1 HTTP Post

SecureTrading send a HTTP Post to a pre-defined URL within the Merchant’s system.

The post can be setup to include a number of fields.

© SecureTrading Limited 2012 23/03/2012
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The example will setup a post to http://www.example.com/test.php, with SecureTrading
fields transactionreference, securityresponsesecuritycode,
errorcode and status being posted, along with a custom field called £ieldl.

The Description Field is the name of the Destination. For the example input Success AUTH
POST.

Description Success AUTH POST

For the Notification type, select url.

Notification type url -

The Destination field is the URL that the system will POST to. For the example, input
http://www.example.com/test.php

Destination

hitp:/fwww_example com/test.php

Select fields by ticking the checkboxes in the |list. For the example, click
errorcode [V transactionreference V] securityresponsesecuritycode gng [V status |

Fields [] currencyiso3a [] customerip [[] customerlastname
[l baseamount [T orderreference [ customeremail
[[] sitereference [7] maskedpan [] customertelephone
[ paymenttypedescription [] expirydate securityresponsesecuritycode
[] requesttypedescription [ billingfirstname [] securityresponsepostcode
arrorcode [T billinglastname [[] securityresponseaddress
transactionreference [T billingemail [ enrolled
[[] authcode [T billingtelephone status

[] transactioncompletedtimestamp [C] customerfirstname
STPP allows Merchants to process their own custom field names through the system. They
can include these fields in the HTTP Post by inputting the field name in Custom Fields. For the

example, input “field1”.

Custom fields field

additional field

ﬁ Please note field names are case sensitive and spaces are not permitted.

Press once you are happy with the destination.
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Add new destination

0 Destination has been added

Please click (the window will be refreshed so that the destination options are updated).

Figure 34 - Added new destination

10.3.2 Email Notification to the Merchant

SecureTrading send email notifications to the Merchant’s email address.

The example below will send an e-mail to test@example.com with the subject Successful
Authorisation from success@example.com.

In the Add new destination screen in the Description field, input Successful Merchant
Notification email.

Description Successful Merchant Motification email

In order to send an email, select email in the Notification type drop-down.
Motification type email -

In order to send emails to a Merchant, select merchant in the Email type drop-down.
Email tvpe merchant -

The Email from field sets the address the email will be “From” when it’s received. For the
example, input success@example.com

Email from success@example.com

The Email subject will be the text in the subject field of the email. For the example, input
Successful Authorisation.

Email subject Successful Authorisation

Destination is the email address the email will be sent to. For the example, input
test@example.com

Destination test@example.com

Press once you are happy with the destination.
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Add new destination

0 Destination has been added

Please click (the window will be refreshed so that the destination options are updated).

Figure 35 - Added new destination

10.3.3 Email Notification to the Customer

SecureTrading send email notifications to the Customer’s email address.

The example below will send an email to a customer with the subject Thank you for your
order from success@example.com.

In the Add new destination screen in the Description field, input Successful Customer
Notification email.

Description Successful Customer Motification email

In order to send an email, select email in the Notification type drop-down.

Motification type email -

In order to send emails to a Customer, select customer in the Email type drop-down.

Email tvpe customer -

The Email from field sets the address the email will be “From” when it’s received. For the
example, input success@example.com

Email from success{@example.com

The Email subject will be the text in the subject field of the email. For the example, input
Thank you for your order.

Email subject Thank you for your order

The Destination email cannot be set as it will be sent to the customers billing email address.

Destination Emails will be sent to the customers billing email address.

Press once you are happy with the destination.

Add new destination

0 Destination has been added

Please click (the window will be refreshed so that the destination options are updated).

Figure 36 - Added new destination
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10.4 Assigning a Destination to a Filter

In order to complete the setup of a Notification, Filters and Destinations must be assigned on
the Main Notifications page.

Notifications

Filters +| Show search

Transactions

Manage notification options = Add filter = Add destination

4. Amaximum of 5 url and 5 email notifications are only allowed to be sent per transaction.

Display 20 = notifications Search:
For: live2 Filters Destinations
For a transaction - send a notification to -

First Previous |1 Next Last

Showina 1 to 1 of 1 entries

Figure 37 - Manage Notifications

The example will assign the “Authorisation Filter” (setup in 10.2 Add Filter on page 31) to
the “Successful AUTH Post” destination (setup in 10.3.1 HTTP Post on page 33).

On the Main authorisation page, the filter setup in 10.2 Add Filter on page 31 will now
appear under Filters.

Filters

B

Authorisation Filter

Select Authorisation Filter.

After selecting a filter, select a destination. The destinations setup in 10.3 Add Destination
on page 33 will appear under Destinations.

Destinations

B

Success AUTHPOST
Successful Merchant Notification email
Successful Customer Motification email

Save

Select Success AUTH POST and press

Once successfully saved, the Notification will show as On in the Current Notifications Page.
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Notifications

Q New notification has been added.
Filters. +| Show search

Transactions

Manage notification options = Add filter Add destination

1. Amaximum of 5 url and 5 email notifications are only allowed to be sent per transaction.

Display 20 = notifications Search:
CURRENT NOTIFICATIONS
For: live2 Filters Destinations
For a transaction ~ send a notification to -
[]  For a transaction Authorisation Filter ¥ send a notification to Success AUTHPOST - m off
Save Delete

Showing 1 to 2 of 2 entries
First | Previous '1 Next Last

Figure 38 - Added Notifications

10.5 Managing Notifications

Manage notification options

To update the Filters or Destinations, press the button on the

main notifications page.

Configuration

Filters + | Show search

Iﬂm Destinations |

add new filter

CURRENT FILTERS

Description

aﬁ‘ Authorisation Filter edit

Delete

Figure 39 - Managing Notifications

Please note only Filters and Destinations added by the user are updatable.

Filters or Destinations can be deleted using this screen. Filters or Destinations with the
SecureTrading cog next to them cannot be deleted, as they are assigned to existing
Notifications.

Description

aﬁ Autheorisation Filter
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In order to delete one of these Filters or Destinations, it will need to be removed from any
existing notifications.

To edit a Filter or Destination, click the “edit” link next to it.

CURRENT FILTERS

Description

ﬁ-’.': Authorisation Filter edit

Delete

Figure 40 - Editing a Notification

The options that are editable are the same as those set when adding a Filter or Destination.
For more information on these options, please see 10.2 Add Filter on page 31 or 10.3 Add
Destination on page 33.

10.6 Notifications — Important Notes

There are some notes to consider when configuring Notifications.

10.6.1 Mandatory Fields

A number of fields can be sent when setting up destinations. The
notificationreference field will always be included.

10.6.2 HTTP Post

Please read the following before configuring your system to receive HTTP Posts.

The Merchant must configure their system to respond to a notification
with a response of "HTTP/1.1 200 OK". If they do not respond, the system
will continue to send notifications for the transaction for a limited period.
Each notification contains a unique reference which is called
notificationreference.

=

The Notification sent from SecureTrading will include a valid HTTP/1.1
Content-type header which the Merchant must be able to accept. For
example "Content-type: application/x-www-form-urlencoded;
charset=UTF-8".

=

The Merchant will need to cope with the possibility of the same
notification being sent twice. This could happen if the notification was
successfully received by the merchant but the response did not arrive at
SecureTrading’s server (in which case the system may re-try sending the
notification at a later date).

=

10.6.3 Notification URL using SSL

You can setup your system to receive URL Notifications using SSL. In order to do so, your
server must present a valid SSL certificate to the SecureTrading notifications client. A valid
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certificate contains the domain of the Notification URL in the common name of the
certificate.

If the certificate is not signed by a known certificate authority (for example Verisign), you
must inform SecureTrading (see 14.1 SecureTrading Support on page 48 ) of your public
certificate so we can authenticate correctly.

10.6.4 Maximum Number of Notifications

You can assign a maximum of 5 Notification URLs and 5 notification e-mails for each
transaction.
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11 File Manager

The File Manager allows Merchants to upload files to SecureTrading.

These files are used with the Payment Pages System and can include images, CSS and
JavaScript files.

More information on using these files with your Payment Pages can be found in the Payment
Pages Setup guide (http://www.securetrading.com/support/downloads-stpp.html).

Clicking on the link on the left-hand side of the MyST screen will display

the main File Manager page.

Site Reference
Search for and select
a Site Reference.

File Manager

Sitereference: aledrobstpp29685 ~ ~ B3

Upload files for aledrobstpp29685

Filename. Status

File List
Displays a list of files

x
eiing PG 20120127 1232706 594 K uploaded to

a
Jeed :l;gllJoa\Ide::'j ﬂ T s oz ook  €———SecureTrading for
sed to Upload files. —> .
p Setect Al Busauct Al the selected Site
Reference.

The User can also
delete and download
files.

©@Addfiles || ¢ Startupload 0%

file to be uploaded
changes may not appear

may be uploaded:

Figure 41 - File Manager
11.1 Selecting a Site Reference

Files can be managed for any Site Reference that you have privileges for.

File Manager

SiteReference: aledrobstpp23685 E]ﬂ

Figure 42 - Selecting a Site Reference

To change the Site Reference, select it from the drop-down and click search.
11.2 Uploading afile

) (&) Add files ) ) ]
Click the button in the Uploader section and select the files to upload.
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Filename Status
example.css 0% & -
imagel.jpg 0% &
test.js 0%

@ Addfiles | 4 Startupload 0%

Figure 43 - Files to be uploaded

In this example, example.css, test.js and imagel.jpg have been selected and are ready to be

uploaded. To begin, click aaunioad

Please note only certain file types can be uploaded. A list is available on the
File Manager Screen.

Once the files have been successfully uploaded, the Status column will be 100%.

Filename Status

100%
100%

100%

@ Addfiles | 4 Startupload | Uploaded 2/3 files

Figure 44 - Upload Successful

The list of files currently uploaded will be displayed on the right hand side of the screen in
the File List section.
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Upload files for aledrobstpp29685 Files for aledrobstpp29685
[ [Fiemame - [Tvpe |Daic Uplosded |size |

Filename Status
[[] =] example.css C55 2012-01-27 12:27:00 0.00 Kb
[C] @ imagel.jpg  1PG  2012-01-27 12:27:06 5.94 Kb
[[] 2] test.js 15 2012-01-27 12:27:12 0.00 Kb
Select All / Deselect All [ Delete ” Download
@Addfiles | 4 Startupload 0%
Please note It may take a few minutes for a file to be uploaded or deleted.
Therefore your changes may not appear immediately in the File List.

Please note there is no duplicate check for filenames. Uploaded files will
override existing ones with the same name.

11.3 Deleting and Downloading

Files can be deleted or downloaded from the File List section.

Once you have selected a Site Reference, uploaded files will appear on the right hand side of

the screen.
Upleoad files for aledrobstpp29685 Files for aledrobstpp29685
—— [ Fieneme — Tipe ate Unlosded |5ze |
[[] |=| example.css €SS 2012-01-27 12:27:00 0.00 Kb

[7] ¥ imagel.jpa PG  2012-01-27 12:27:06 5.94 Kb

[ |2 test.js 15

2012-01-27 12:27:12 0.00 Kb

[ Deleta H Download

Select All / Deselect All

@ Addfiles | 4 Start upload 0%

Figure 45 Files currently uploaded for a site

To select, tick the checkbox next the filename, or use Select All or Deselect All

" [Fiename | Type | Daie Uploaded |size |

|- example.css CSS5 2012-01-27 12:27:00 0.00 Kb
Figure 46 - Selecting files
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11.3.1 Deleting Files

Once you have completed your selection, click the button.

Please note It may take a few minutes for a file to be deleted. Therefore
your changes may not appear immediately in the File List.

11.3.2 Downloading Files
Once you have completed your selection, click the button.

The file(s) are downloaded in a zip file. You can edit the files and re-upload them with any
changes you make.
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12 Virtual Terminal

The virtual terminal can be used to process payments for customers who cannot pay online.
This area allows you to authorise a payment of any amount over the web and get immediate
authorisation from the bank.

In order to use the virtual terminal you will need a MOTO (Mail Order
ﬂ Telephone Order) merchant id. If you do not have one and would like to

make use of this facility please contact our Support team — contact details
can be found in Section 14.1 SecureTrading Support.

12.1 How to use the virtual terminal

To access this facility you should click the Virtual Terminal link either in the left side menu or
under the Home section of the footer. This will display a screen similar to Figure 29.

Virtual Terminal
MANUAL TRANSACTION

SiteReference: streamline20064
Customer Details

Title -

First name

Middle name

Last name

Email

Telephone

Billing Details
use customer details [
Title -
First name
Middle name
Last name
Email

Telephone

Billing Address
House name/no
Street

Town

County
Country United Kingdom -
Postcode
Customer Address
House name/no
Street
Town
County
Country United Kingdom -
Postcode
Transaction Details
Order Reference
Settlement Date = Account Type MOTO -
Amount Currency GBP -
Payment Type VISA - Expiry Date =
Start Date = Issue Number

Card Security Code

Card Number

Process

Figure 47 Virtual Terminal
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Once you are happy with the information entered into the form, press the Process button
and the transaction will be processed. After a few seconds you will be presented with a
success or a failure result. A success result means that the card has been authorised. If the
result is a failure this means that the card payment has not been authorised and your
customer should arrange another way to pay.
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13 Logout

For security reasons it is important to log out of MyST when you have finished using it.

Please note: the system will NOT automatically log you out after a period of
inactivity.

13.1 To Log out

To logout of MyST click on the logout option in the top right of the screen and select OK
when asked for confirmation. You will be returned to the login page and will have been

successfully logged out of MyST.
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14 Further Information and Support

This section provides useful information with regards to documentation and support for the
Merchant’s SecureTrading solution.

14.1 SecureTrading Support

Any questions regarding integration or maintenance of the system, please contact our
support team using one of the following methods.

Method Details

Phone +44 (0) 1248 672 050

Fax +44 (0) 1248 672 099

E-Mail support@securetrading.com

URL http://www.securetrading.com/support/support.html

14.2 SecureTrading Sales

If you do not have an account with SecureTrading, please contact our Sales team and they
will inform you of the benefits of a SecureTrading account.

Method Details

Phone 0800 028 9151

Phone (Int’l) +44 (0) 1248 672 070

Fax +44 (0) 1248 672 079

E-Mail sales@securetrading.com

URL http://www.securetrading.com

14.3 Useful Documents

Any other document regarding the STPP system can be found on SecureTrading’s website
(http://www.securetrading.com). Alternatively, please contact our support team as outlined
above.
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