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Copyright 
© SecureTrading® 2011 . All rights reserved. No part of this document may be photocopied, 
reproduced, stored in a retrieval system or transmitted in any form or by any means whether 
electronic, mechanical or otherwise without the prior written permission of SecureTrading Ltd. 
 
Disclaimer 
This document is for informational purposes only. SecureTrading make no warranties, express or 
implied, through the distr ibution of this document. No warranty of accuracy is given concerning the 
contents of the information contained in this publication.  To the extent permitted by law no liability 
(including liability to any person by reason of negligence) will be accepted by SecureTrading, its 
subsidiaries or employees for any direct or indirect loss or damage caused by omissions from or 
inaccuracies in this document.  
 
SecureTrading reserves the right to revise the content without obligation to notify any person of 
such changes.  
 
Document revised on 31-Mar-2011 .  
 
SecureTrading is a trade mark owned by SecureTrading Group Limited and is used under licence by 
SecureTrading limited.
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1 Introduction  
 
My-ST is a password protected online management area which allows all SecureTrading merchants to 
monitor their transactions. 
 
It is located at https://securetrading.net/merchantServices/  
 
When you open a SecureTrading account you will be given a login comprising a username and 
password to My-ST.  If you experience any problems using My-ST please contact our Support team ƍ 
contact details can be found in section 16.1  Support. 
 
When you have logged in you will be presented with a similar screen to that shown in Figure 1. 
 

 
Figure 1 

 
Note: 
 
Throughout this document you will see references to ƒauthorisation dateƓ and ƒsettlement dateƓ.  
The authorisation date indicates when the transaction is processed by the bank, and is then held 
against the customerƐs account.  The settlement date is when the transaction is forwarded from 
SecureTrading onto the acquiring bank so that the amount is then transferred to the merchantƐs 
bank account. 
 

https://securetrading.net/merchantServices/
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2 Transactions 
 
By entering the transactions area of My-ST you will have access to administer any of the following 
functions: 
 

» View transactions 
» Refund multiple transactions 
» Repeat multiple transactions 
» Suspend multiple transactions 
» Specify multiple settlement dates 
» Reconcile transactions against your bank statement 

 

2.1  Transaction quick search 
 
If you know the transaction reference of the transaction in which you are interested, entering the 
reference in the quick search box will display the details of that transaction. 
 

2.2  Transaction search 
 
The transaction search allows you to specify certain search criteria to view transaction(s) that have 
passed through your website. 
 

 
Figure 2 

 
From/to  Users can specify the date range for the transaction search.  The format is 

dd/mm/yyyy.  Users can indicate whether this is the authorisation date (the 
date the transaction took place) or settlement date (funds were forwarded 
onto your acquirer to be settled into your account). 
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Filter by: Allows users to filter results by transaction type (all/auths/refunds), status 

(all/suspended/reversed/suspect duplicate), acquirers and any currencies for 
which the merchant has accounts.  By default all currencies will be displayed.  

  
Optional fields: Some additional fields may be displayed within the transaction report.  To do 

this, select the optional fields you require; for example, selecting order info 
and order ref will display this information in addition to th e default report 
information.  Selecting security message will add the results of CVV2 and AVS 
checks to your search results. 

  
View: This will display only the transactions matching the selected criteria.  For 

example, to display only successful transactions the successful transactions box 
must be checked. 

  
Sort results by: This allows the report to be presented to the merchant in a certain order; 

results can be sorted by authorisation date, customer, transaction ref or order 
ref. 

 

2.3  Search results 
 
After specifying your search criteria you will be offered two options for the output format of the 
report. 
 

2.3.1  Save to TSV 
 
If you click on the save to TSV button the search results will be downloaded into a tab separated file.  
You can then use the data as needed, for example it can be imported into most spreadsheet 
programs or other applications. 
 
Merchants can also automatically download TSV files.  To find out how to do this, please download 
the document ƒAutomated TSV download interface APIƓ from the SecureTrading website.   
 

2.3.2  Search 
 
If you click on the search button the search results will be displayed in your browser window, similar 
to the screenshot shown in Figure 3: 
 

http://www.securetrading.com/general-setup-guides.html
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Figure 3 

 
2.3.3  Transaction details 
 
The transaction details are split into sections by currency.  The information shown is detailed in the 
following table:  
 
Section header  
  
Currency Displays the section currency. 
  
Sitereference Displays your full sitereference. 
  
Authorisation date 
range 

Displays the date ranges that you selected in the search criteria.  Note that if you 
have chosen to sort your results by settlement date rather than authorisation 
date, this heading will read SETTLEMENT DATE RANGE. 

  
Section details  
  
Transaction ref Each transaction has a unique identification number.  If you click the transaction 

ref you will be presented with more information on that specific transaction.  
  
Type This displays the request type of the transaction, e.g. auth/reversal/refund.  
  
Result This indicates whether the card was: 
  
 1 ƍ authorised 

2 ƍ declined 
0 ƍ an error occurred 

  
Amount The amount the transaction was authorised for. 
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Settled The amount that has been settled. 
  
Payment Card type that was used, e.g. Visa, MasterCard, Switch, Amex, Delta.  
  
Customer The customerƐs name (if entered during the payment phase). 
  
Transaction time This field shows the time the transaction took place in the format yyyy-mm-dd 

hh:mm:ss (24 hour format). 
  
Status The status of the transaction can be: 
  
 100 ƍ settled: Confirms this transaction has been sent to the bank for 

settlement.  This initiates payment from the customerƐs credit 
card to the merchantƐs bank account. 

 
10 ƍ sent for SecureTrading is in the process of sending this transaction to  
settlement  the bank for settlement. 
 
55 ƍ suspect The second of two identical transactions presented within  
duplicate fifteen minutes of each other, this is potentially a duplicate 

transaction, i.e. the customer clicked the payment button twice.  
 
3 ƍ reversed The transaction has been reversed by the merchant. 
 
2 ƍ suspended This status shows that an authorisation is suspended from 

settling. (please note that a transaction can only be suspended 
for up to ten days, after which it is automatically reversed by the 
system as the authorisation code will no longer be valid). 

 
1 ƍ pending  The payment has been authorised but not yet settled.  It will 
settlement  not be suspended at settlement time even if it is suspected as  
(manually over- fraudulent. 
ridden) 
 
0 ƍ pending The payment has been authorised but not yet settled.  It may  
settlement be suspended if it is suspected as fraudulent. 
(automatic) 

  
Settled time Settled time indicates the time the amount was requested to be transferred from 

the customerƐs account into your (the merchantƐs) account.  Again this is in the 
format yyyy-mm-dd hh:mm:ss (24 hour). 

 

2.3.4  Summary totals 
 
At the bottom of each cu rrency section there is further information in the form of summary totals.  
An example can be seen in Figure 4. 
 

 
Figure 4 
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Total of sales transaction 
authorisation requests 

This is the total (for this currency) of the authorisation requests 
that have been received within the timeframe selected. 

  
Total of authorised authorisation 
requests not settled 

This is the total (for this currency) of the transactions 
scheduled to settle (received within the timeframe selected).  

  
Total of settled authorised 
transactions 

This is the total (for this currency) of transactions that have 
been settled (received within the timeframe selected). 

  
Total of settled refunds This is the total (for this currency) of transactions that have 

been refunded into your customersƐ accounts (received within 
the timeframe selected). 

 

2.4  Viewing a transaction 
 
You are able to view the transaction in greater detail by clicking on the transaction reference within 
the merchant site transaction report.  A further page presenting more information about the 
transaction will be displayed, as shown in Figure 5. 
 

 
Figure 5 

 

2.5  Transaction actions 
 
There are four actions that can be performed on transactions: 
 

» Refund 
» Settlement control  
» Reverse/cancel 
» Repeat 

 
The buttons for performing these actions are at the bottom of the transaction report or at the 
bottom of a transaction detail page as shown above. 
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2.5.1  Selecting a transaction 
 
You can select any transaction by ticking the box on the left hand side of the transaction.  If you wish 
to perform the same action on more than one transaction you can tick multiple transactions.  Now 
pressing the required action button will give you further options as detailed below. 

 
Figure 6 - note ticked box to left of first transaction  

 

2.5.2  Refunding a customer 
 
To carry out a refund you must ensure that the selected transaction(s) have been settled, i.e. a status 
of 10 0.  Once you have selected the appropriate transaction(s), click on the refund button and then 
a new screen will be displayed confirming the details. 
 

 
Figure 7 

 
The Order Info and Order Ref fields may be edited to contain specific text.  The amount may also be 
changed to a lower amount for partial refunds and, if necessary, you can amend the expiry date.  
Please note that by default a refund will not be processed for an amount higher than the original 
authorisation. To have this enabled, contact SecureTrading support.   
If you would like a notification email to be sent to the customer once the refund has been processed 
select the appropriate E-mail Customer check box.  Please note that if the customer has entered an 
invalid e-mail address or not entered one at all then no email will be sent and you will be notified of 
the error on the next screen.  Once the refund is ready to be processed, press process to perform the 
refunds.  The transactions will appear in your transaction view screen shortly. 
 

2.5.3  Settlement control  
 
This facility permits you to view and modify the settlement details of a particular transaction.  Once 
you have ticked the required transaction and clicked the settlement control button, a new screen 
will be displayed confirming the details. 
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Figure 8 

 
You may change the amount, date and settlement status of the transaction (for status definitions 
please see 2.3.3  Transaction details). Please note that you can only change the amount to a value 
less than the amount authorised. 
 
 If you are on deferred settlement and you want to bring forward the settlement date, you should 
change the date only of a transaction.  Use the save button to save any new transaction details. 
 
Please note that settlement control can only be used for transactions that are status 0, 1 and 2. 
 

2.5.4  Reversals/cancellations 
 
Reversing a payment allows you to stop an authorised transaction prior to settlement.  You are only 
permitted to perform a reversal before the settlement file is sent to the bank by SecureTrading. 
 

 
Figure 9 

 
Click process to proceed with the reversal.  The transaction(s) will have their status updated to 
status 3. 
 
 
 
 

2.5.5  Repeat 
 
The repeat button is used for taking payments for the same cardholder information as used on a 
previous transaction.  Selecting the transaction(s) from the transaction report screens, click repeat 
and a screen similar to that in Figure 10  will be presented. 
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Figure 10 

 
The amount, order ref and order info can be edited.  The expiry date is also editable should the 
existing one expire.  Click process to proceed wit h the repeat(s).  The transactions will appear in your 
transactions view screen shortly. 
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2.5.6  Benefits of 3-D Secure 
 
Benefits of the 3-D Secure process include the enhanced security available when performing a 3-D 
Secure transaction and the shift of liability in the event of fraudulent transactions. If a 3-D Secure 
transaction is completed and has been determined to be fraudulent then the credit liability is usually 
shifted from the merchant and onto the card issuer.  
 
In most 3-D Secure cases the merchant will not receive any notification of a chargeback if the 
transaction is disputed by the cardholder. This is a major benefit in reducing lost revenue due to 
fraudulent transactions. Please note however, that 3-D Secure is not a 100% guarantee that no 
chargebacks will be incurred. There are some restrictions for each scheme although these cases 
should not occur very often. 
 
SecureTrading believe the liability shift to be as follows: 
 

Brand Enrolled Status Liability 

Visa U  Merchant* 

Visa N  Card Issuer** 

Visa Y Y Card Issuer** 

Visa Y N Merchant*** 

Visa Y A Card Issuer** 

Visa Y U Merchant 

MasterCard U  Card Issuer** 

MasterCard N  Card Issuer** 

MasterCard Y Y Card Issuer** 

MasterCard Y N Merchant*** 

MasterCard Y A Card Issuer** 

MasterCard Y U Card Issuer** 

 
* Important note:  If the brand is Visa and the enrolled or status is returned as a ƒUƓ (Unknown) this 
means that the merchant is not covered by the 3-D Secure scheme. In this case the merchant is still 
liable for any fraudulent transactions. 
 
** Important note:   There are some cases where the liability is not covered by the Card Issuer; for 
example non-European commercial cards under both brands.  For more information please contact 
your acquirer. 
 
*** Important note:   In this case it is strongly recommended that the transaction does not proceed.  
This means the password entered did not match. 
 
You should apply the same fraud detection/prevention measures to 3-D Secure transactions as you 
do to normal transactions. 
 
The additional security benefits and liability shifts of 3-D Secure transactions are currently only 
supported by cards within the Visa and MasterCard brands. Any other issued cards (e.g. Amex) 
submitted as a Card Query request will respond with a result 2. They can only be authorised using 
standard authorisation methods.  
 
To participate in the 3-D Secure scheme please contact support at support@securetrading.com. 
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3 Subscriptions 
 
The Subscriptions option can be used to view subscription/recurring payments that are processed 
through your account. Please note that you will need to obtain a merchant account number from 
your acquirer that can process these transactions. You can access this by pressing the Subscriptions 
tag in the My-St view screen. 
 

3.1  Search Subscriptions 
 

 
Figure 11 

 
For the Subscriptions Search functions, within the From and To options, you will need to select the 
ranges that you wish to search on.  Please note that these dates correspond to when the next 
subscription payment is due, or the date of the last payment taken. For example, if you wish to see 
all subscription payments that are left to be taken to January 2009, you would select from 
01/01/2009 to 31/01/2009 .  
 
Once you have selected the date ranges you wish to view, simply press "Search", and you will be 
greeted by a screen similar to the one below: 
 

 
Figure 12 

 

3.1.1  Subscription Search Result 
 
Transaction ref The unique transaction reference of the original subscription request. When 

processing a subscription, there must initially be what is known as a "Subscription 
Auth", this is where the initial request for a subscription to be processed is 
submitted. 

  
Customer The customerƐs name. 
  
Frequency How often you have requested that the repeat payment be processed. For 

example 1 every 3 days. 
  
Amount The amount that you wish to repeat payment for. 
  
Begin The date the first subscription/repeat payment is to be processed. 
  
Next The date of when the next payment is due to be taken. Please note that it is this 
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date that the subscriptions search is based upon. If all repeat payments have 
been, then this date will correspond to the last subscription payment taken. 

  
Result A result of 1 indicates that the subscription has been successfully stored on the 

SecureTrading system. The initial authorisation has been processed and these 
results will be returned in the response. Also, the repeat information will be 
stored in the SecureTrading subscription engine. A result of 2 indicates the initial 
authorisation failed and no further repeats will be processed. 

  
Child ref The transaction reference of the last payment taken. 
  
Scheduled This indicates how many subscription/repeat payments have been taken and how 

many were initially specified to be taken. For example 1/3 means that 1 payment 
out of a total of three payments has been processed for that customer. 

  
Active This indicates whether the subscription/repeat payment is active or not in terms 

of whether further payments will be processed for the customer. A 1 in this field 
indicates the repeat payments are Active, which is more payments are to be 
processed, and a 0 indicates that the repeat payment is inactive.  
 
This will either be due to all payments having been taken, if a subscription has 
been cancelled, or if the initial subscription request was unsuccessful. 

 

3.2  Transactions  
 
You are able to view a subscription in greater detail if you click on the transaction reference in the 
Subscription Search Result Page, this will display the same information as you would see when you 
were to view a transaction in the transaction search function (please refer to2.4). This relates to the 
original subscription payment that was processed to initiate the process. You can also click on the 
transition reference of the "Child ref", which relates to the last payment taken of the subscription.  
 
Please note that within the transaction view screen, there are options where you can perform certain 
actions on the transaction, for example a refund, reverse/cancel, Settlement Control and Repeat. 
None of these actions are available for a subscription, and if you wished to cancel/modify a 
subscription payment, then you will need to contact support (support@securetrading.com) or if you 
are using Xpay, you can modify subscription details through your own system. 
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4 Vouchers 
 
Within the My-ST admin area, there is also an option for merchants to view vouchers/Ukash 
transactions. A Ukash voucher is a way for customers to spend online without using a credit or debit 
card. Ukash vouchers can be purchased at various physical locations. In the UK, PayPoint outlets sell 
Ukash Vouchers. 
 
To enable Ukash facilities on your SecureTrading account, you will need to obtain a merchant 
number for Ukash payments, and you will need to notify our support team. If you wish to read more 
on Ukash transactions, you can visit their website (http://www.ukash.com ). 
 

4.1  Search Vouchers 
 
The voucher search function operates in a similar way to the Transaction Search (2.2), however 
outlined below is the difference between searching for vouchers and transactions. 
 

 
Figure 13 

 
Acquirers Here there will always be a choice of two acquirers, "Ukash", which would relate 

to live Ukash transactions that are processed through your account and 
"TESTUKASH" which relates to test UKASH transactions. 

  
Optional Field(s) The difference between optional fields in the vouchers search function to the 

transaction search function is that for vouchers, the options to select 
"CCNumber", "Parent Transaction" and "Security Message" aren't present, 
whereas an additional option to select "Voucher Number" is present. 

 
For the Vouchers view screen, there are no buttons to perform a refund, reverse/cancellation, repeat 
or settlement control ( 2.5 ).  This is due to the fact that these actions can't be performed on Ukash 
vouchers. 
 

4.2  Selecting a transaction 
 
You are able to view voucher transactions in greater detail if you click on the transaction reference 
of the voucher transaction. This will display the same information as you would see when you were 
to view a transaction in the transaction search function (please refer to 2.4 ).  A few fields such as 
"Parent Transaction Reference" and "CC Number" are not included for Ukash voucher transactions 
as they are not applicable, and the "Voucher Number" field is included for Ukash transactions.  
 

http://www.ukash.com/
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As with the search function screen, there are no buttons to perform refund, reverse/cancellation, 
repeat or settlement control ( 2.5).  This is due to the fact that these actions can't be performed on 
Ukash vouchers. 
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5 Daily Analysis 
 
The Daily Analysis function within the My-ST view screen area is used to check the totals that we 
submit to your acquiring bank when settlement is run. As mentioned above, settlement is when the 
transaction is forwarded from SecureTrading onto the acquiring bank so that the amount is then 
transferred to the merchantƐs bank account. 
 
The purpose of the daily analysis function is that it provides the merchant with a clear breakdown of 
the total amounts sent to their acquir ing bank on any given day. 
 

5.1  Running the daily analysis 
 

 
Figure 14 

 
In the daily analysis page you will have two drop down options: 
 
Month The month that you wish to perform the daily analysis on. Each daily analysis is 

run on a month basis, as you can view the totals of individual days by using the 
transaction search function and selecting settlement date (2.2). 

  
Year The year that you wish to perform the daily analysis on. 
 
Once you are happy with the month and year you have selected, press the "Search" button to run 
the daily analysis. Please note that the daily analysis will only work for merchants that are in "LIVE" 
mode. 
 

5.2  Viewing the daily analysis 
 
Once you have pressed "Search", the daily analysis will return information based on each day that 
settlement has run for your account. 
 
See Figure 15 below. 

 
Figure 15 
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Date The date of the settlement. 
  
Currency The currency of the transactions. If you have multiple currencies on your account, 

then these will be displayed in the line below. 
  
Settled Auths The total number of settled authorisation transactions. 
  
Auths Value The total amount of the settled authorisation transactions. 
  
Settled Refunds The total number of settled refund transactions. 
  
Refunds Value The total amount of settled refunds. 
  
No. of Transactions The number of transactions that have settled on that day. This value is the total 

number of authorised transactions and refund transactions comBINed. 
  
Net Value The amount of settled transactions minus the amount of settled refunds. 
 
At the bottom of the daily analysis, you will be provided with summary totals for each individual 
currency, please find below a breakdown of the headings displayed: 
 

 
Figure 16 

 
 
 
Settled Auths Total number of settled authorised transactions for the month selected. 
  
Settled Refunds Total number of settled refund transactions for the month selected. 
  
Refunds Value Total value of the settled refund transactions for the month selected. 
  
No. of Transactions Total number of transactions (refunds + authorisations) for the entire month 

selected. 
  
Net Value The amount of settled transactions minus the amount of settled refunds for the 

entire month selected. 
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6 Virtual terminal 
 
The virtual terminal can be used to process payments for customers who cannot pay online.  This 
area allows you to authorise a payment of any amount over the web and get immediate 
authorisation from the bank. 
 

6.1  How to use the virtual terminal 
 
To access this facility you should click the virtual terminal link on the top frame of the My-ST web 
page.  This will open up a new window with the screen in Figure 17  for you to use.  You will need to 
fill in the following fields.  
 

 
Figure 17 

 
Note: Care should be taken with the following fields: 
 
Currency This should be the currency that the transaction is to be processed in ƍ it is a 

drop down menu.  Click on the arrow with your mouse, and scroll down to the 
desired currency. 

  
Total amount This should be the total amount of the transaction (e.g. 12.99). 
  
Automatic 
settlement 

Select a day to settle the payment ƍ this is a drop down menu.  Click on the 
arrow with your mouse, and scroll down to the desired settlement day. 

 
Once you are happy with the information entered into the form, press the send payment button and 
the transaction will be processed.  After a few seconds you will be presented with a success or a 
failure result.  A success result means that the card has been authorised.  If the result is a failure this 
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means that the card payment has not been authorised and your customer should arrange another 
way to pay. 
 
If you want to cancel the information prior to processing a payment simply press the clear form 
button . 
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7 Tech Support 
 
If you are unsure of any settings with your account or require any assistance, then the "Tech 
Support" button provides you with a link to the downloads section of our website 
(http://www.securetrading.com ). Here you can download any technical documentation you may 
require, and there is also a link on the Contact Us page if you wish to contact our support staff (  
http://www.securetrading.com/contact.html ). 

http://www.securetrading.com/
http://www.securetrading.com/contact.html
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8 File manager 
 
The file manager area of My-ST allows you to upload files securely to the SecureTrading secure 
servers.  By default, as part of the SecureTrading setup, your directory on the secure servers contains 
SecureTradingƐs default files.  A copy of these files can be found at 
http://www.se curetrading.com/support/downloads.html   
 
Once you (or your developer) have configured the templates for the html pages, email text files and 
graphics, they must be uploaded to the SecureTrading secure servers. 
 

8.1  Uploading files 
 
When selecting file manager from the My-ST home page you are presented with a screen as shown in 
Figure 18 . 
 
The left-hand side of the screen displays the contents of your directory on the secure server.  This will 
typically display the payment pages and any graphics that you wish to display. 
 

 
Figure 18 

  
Note: Filenames must not be changed as the SecureTrading payment system uses these to identify 
the appropriate pages within the payment process.  Any additional files i.e. logos, css files etc, will 
appear within the listing. 
 
To upload a file click on the browse button, select the required file then click on upload file.  The file 
will then be saved on SecureTradingƐs secure servers and will appear in the file list on the left.  
 
Note: only ƏswfƐ, ƏhtmƐ, ƏjpgƐ, ƏjsƐ, ƏgifƐ, ƏhtmlƐ, ƏcssƐ, ƏtxtƐ, ƏpngƐ extensions are allowed. 
 

8.2  Delete a file 
 
To delete a file select the required file from the list on the left then click on the delete button.  The 
file will then be deleted from SecureTradingƐs secure servers and will disappear from the file list on 
the left.  
 

http://www.securetrading.com/support/downloads.html
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8.3  Replace a file 
 
To upload a changed file, you (or your developer) must first delete the existing file on 
SecureTradingƐs secure servers then upload the new file.  See sections 8.2  and 8.1 for more 
information.  
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9 Change password 
 
We advise that all merchants change their password once they have received their login details from 
SecureTrading in the ƒwelcomeƓ email. 
 
To change the password you use to log into My-ST simply click on the change password link on the 
top of the start screen.  You will be presented with a new screen where you should enter your old 
password, your new password, confirm your new password and then click on the change password 
button.  
 
Password Considerations: 
* Change your password every 90 days.  
* Passwords should not be sent via any form of electronic communication.  
* Use a different password each time you change your password.  
* Never reveal your password to anyone.  
* Passwords should be at least 7 characters long.  
* Passwords should contain a minimum of three of the following groups of characters:  
 UPPERCASE letters: A-Z  
 lowercase letters: a-z  
 numbers: 0-9  
 symbols: ~`!@#$%^&*()_-+={[}]| \ :;"'<,>.?/ (where possible)  

 
 

 
Figure 19 

 
Next time you log into My-ST you will need to enter your new password. 
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10  Pay ST invoice 
 
The pay ST invoice option allows you to pay any SecureTrading invoices online, using your credit or 
debit card. 
 

10.1  To pay your invoice 
 
To pay your ST invoice, click on the pay ST invoice menu option.  This will pop up a new window 
containing a form which you will need to complete with your credit/debit card deta ils.  Please 
ensure that the sitereference at the top of this form correctly corresponds with your own unique 
sitereference.  After completing this form, click on the send payment button. In a few seconds you 
will see a success or failure result. A success result means that your card has been authorised to pay 
your ST bill. We recommend that you print and keep this page for your own records. 
 

 
Figure 20 

 
If the result is a failure this means that your card payment has not been authorised.  There are several 
reasons why your card may fail ƍ one of the most common is incorrect input of your card data.  We 
always advise clients to re-check their card details before clicking send payment.  Other reasons for a 
card payment to be declined include an expired card or insufficient funds on the card. 
 
If your card payment is declined, you (the card holder) may contact the card issuer.  In such cases, 
please make alternative arrangements to pay your outstanding ST balance promptly. 
 
Please note that Pay ST Invoice is not a direct debit mandate. 
 
We also accept BACS payments.  If you would prefer to pay your bill by BACS please contact 
accounts@securetrading.com.  Please remember to quote your sitereference in any 
correspondence. 

mailto:accounts@securetrading.com


 
My-ST guide  
 

 

 

 
DOC_COM_MY-ST-USER-GUIDE  27 of 37 
31 March 2011  

 

11  Account Details 
 
The Account Details button is to be used if you wish to view additional details about your account.  
 

 
Figure 21 

 
Duplicate check This will state whether the duplicate checker is "On" or "Off" on your account. 

The function of the duplicate checker is that following a transaction being 
authorised, it will check to see if any transaction that has exact matching 
details was approved previously in a fifteen minute window. If there is, it will 
suspend the payment (status 55), and you will be contacted through e-mail. By 
default, this is set to "On", if you wish to disable the fraud checker or if you 
would like to increase/decrease the time that the check is performed, please 
contact our support department (support@securetrading.com). 

  
Send email fraud/ 
duplicate 
notification to  

This will state the e-mail address that e-mails alerting you of any suspect fraud 
or duplicate transactions that have been performed on your account. If you 
wish to change this e-mail address, please notify support 
(support@securetrading.com). 

  
Security policy Your security policy is based on the responses received on authorisation from 

your acquiring bank in regards to the checks performed on the 3-digit security 
code (CVV2) and address verification (AVS). Depending on how stringent your 
security policy is, the system will suspend transactions in order to allow you 
more time to decide if you wish to process a transaction. By default, your 
security policy is set to "Where any security code receives a "not matched" 
response from the bank, your transaction will be suspended to allow you extra 
time to decide how to  proceed. Unless you manually reactive this transaction 
it will be reversed after 10 days." 

  
Test or Live: This will state if your account is currently in "Live" or "Test" mode. 
 
In addition to these four fields, if applicable, this screen will also contain the card types and 
currencies that you are able to process. This will be displayed under four headings: 
 
Card The card type you are able to process. 
  
Currency The currency you are able to process the card type through. 
  

mailto:support@securetrading.com
mailto:support@securetrading.com
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Acquirer The name of the acquiring bank that you are able to process this card type and 
currency through. For more information on acquiring banks, please refer to our 
website (http://www.securetrading.com/index.cf m?alias=banks). 

  
Account Type The type of account this card type can be processed through. These include 

Ecomm (Ecommerce/Internet Transactions), and MOTO (Mail Order Telephone 
Order Transactions). For more information on the type of transactions you can 
process, please contact our support team (support@securetrading.com). 

 
 

http://www.securetrading.com/index.cfm?alias=banks
mailto:support@securetrading.com
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12  What's New? 
 
Under the "What's New" heading, you can view any new developments that may affect your 
account. We would suggest that you check this page regularly for any developments that may affect 
your account. 
 
 
 

 
 
 
Figure 22 



 
My-ST guide  
 

 

 

 
DOC_COM_MY-ST-USER-GUIDE  30 of 37 
31 March 2011  

 

13  Card Check 
 
The Card Check option allows you to look up information on  Bank Identification Number (BIN).  A BIN 
number is the first six digits of a credit card number and is used to identify the issuer of the card.  
Please note that there is a charge for using this service. 
 

 
Figure 23 

 
Enter the BIN Number in the space provided and click the Lookup button.   A BIN number must be at 
least 6 digits in length and consist only of numbers with no spaces or an error message will be 
displayed. 
 
If the BIN Number was found then you will see a screen similar to Figure 24  displaying the card issuer 
and country. 
 

 
Figure 24 
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If the BIN Number was not found then these two fields will be displayed as ƒNo RecordƓ (Figure 25 ). 
 

 
Figure 25 

 

13.1  Transaction Screen Card Check 
 
The card check product is also available direct from the transaction screen as shown below. 

 
Figure 26 

 
We now display the first six and the last four number of the payment card so that the bin number of 
the card is accessible without having to contact SecureTrading direct, in addition to this there is a 
button called ƒCard CheckƓ next to the payment card number that allows you to perform a Card 
Check without having to leave the page and go to the Card Check area. 
 

 
Figure 27 

 
To perform a card check you just click on the ƒCard CheckƓ option and you will be given a window 
with the bin number that will be used (this bin number is the bin number from the payment card 
used in the transaction) along with the cost details of performing a card check. 
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Once you have read and agree to the cost of performing the card check then you can click the 
ƒLookupƓ button which will perform the card check and display the results. 
 

 

  
Figure 28 

 
The information returned within the results of a card check are shown below. 
 
Transaction Reference The transaction reference of the card check 
  
Date Time The date and time of the card check request 
  
Request Result 1 = Check was performed successfully (even if there was no match for the 

bin number used) 
0 = Card Check got an error when performing the check. 

  
Issuer The issuing bank of the payment card 
  
Country The country of the payment card 
  
Card Type The card type of the payment card, e.g. Visa, Mastercard, Maestro etc 
  
Bin Number The bin number used to perform the card check 
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14  Direct Debit 
 
The direct debit search allows you to view direct debits that are being processed through your 
account. If you wish to have this feature enabled on your account, you will need to contact our 
support team, contact details can be found in section 16.1  Support. 
 
You can access your direct debit transactions by clicking on the Direct Debit link within your My-St 
area. 
 

 
Figure 29 

 

14.1  Direct Debit Search 
 
Once you have clicked on the direct debit link, you will be greeted with the below screen, which is 
very similar to the transaction search screen. 
 

 
Figure 30 

 
Here you can select options on which to base your search on. The fields correspond to the ones 
outlined in 2.2 Transaction search. 
 

14.2  Direct Debit Search Results 
 
Once you are happy with the details you have selected to base you search on, you will then be 
greeted with a list of the direct debit transactions that match the details you provided. For an 
example, please refer to the below: 
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Figure 31 

 
The above displays the relevant transactions that you have searched for, along with a summary table 
relating to the transactions. Further information on these fields can be found in 2.3.3  Transaction 
details. 
 

14.3  Direct Debit individual view 
 
To view any additional information with relation to any of the payments, click on the Transaction 
Reference which will link you to the individual Direct Debit transaction view (Figure 32). 
 








